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[57] ABSTRACT 

A data base system is disclosed in which records are 
locked out during record changing by using a dynami- 
cally generated directed acyclic graph of the records. 
The edges of the graph, stored in the records them- 
selves, point toward a "root" record representing multi- 
ply-shared information. An application to the assign- 
ment of telephone facilities to telephone subscribers is 
also described. A transaction list is maintained to iden- 
tify locked out records previously locked out during the 
same transaction. 

9 Claims, 9 Drawing Figures 
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DATA BASE LOCKING 

This application is a continuation, of application Ser. 
No. 441,732, filed Nov. 15, 1982, now abandoned. 5 

TECHNICAL FIELD 

This invention relates to data bases and, more particu- 
larly, to locking data bases to prevent multiple simulta- 
neous modifications to a single data base entry. 10 

BACKGROUND OF THE INVENTION 

It is well-known to use digital storage facilities and a 
programmed digital computer to provide, respectively, 
a data base storage medium and a data base manager. 15 
The storage facilities serve to store large amounts of 
information in digital form while the data base manager 
is a computer program facility for reading, writing and 
searching the data base. 

It is convenient to define a "record" as a basic data 2C 
base unit. Each record consists of a number of "fields" 
which store specific information which constitutes the 
content of the record. A number of similar records 
comprises a "file." A "transaction" is a set of steps or 
procedures which take the data base file from one con- 25 
sistent state to another consistent state by modifying the 
fields in the records. 

It is often necessary to change records in a data base, 
sometimes to correct errors, and sometimes to reflect w 
changes in the physical world such as additions or dele- 
tions to inventory or consumption of resources. Indeed, 
with large data bases having many users, it is possible to 
have more than one user simultaneously access a record 
and attempt to change that record. This possibility of „ 
multiple simultaneous access must be prevented to 
guard against ambiguity concerning the contents of the 
data base. That is, data base records which are in use by 
one user must be locked out of use for all other users. 
This is the well-known data locking problem which ^ 
arises whenever there is a concurrency of multiple 
transactions. 

It is, of course, possible to lock out the entire data 
base while any user is accessing that data base. This is 
not a practical solution for large data bases with many 45 
users because an un acceptably low number of serial 
transactions can take place against the data base. The 
system throughput can then become inadequate to fill 
the requirements of the application. In an airline reser- 
vation system, for example, reservation posting for one 50 
day's flights might well take longer than the number of 
hours in a day. 

On the other hand, only the record being actually 
accessed can be locked out, with all other records re- 
maining accessible. Since a significant amount of time is 55 
required to lock and unlock each data record, however, 
expending this time for every record accessed may well 
also reduce the system throughput below acceptable 
levels. 

What is desired is a compromise which locks out a 60 
block of records which is a relatively small subset of the 
entire data base, and yet which includes a significantly 
related set of individual records. While subset locking 
can be and has been done arbitrarily, optimum perfor- 
mance requires that several other parameters be met. 65 
The overhead involved in placing and detecting data 
locks must be kept to a minimum and the locked subset 
should preferably not be arbitrarily chosen. 



SUMMARY OF THE INVENTION 

In accordance with the illustrative embodiment of the 
present invention, data record subsets in a data base are 
selected optimally for data lockout and such lockout is 
assisted by local lists, one for each transaction. Inter- 
nally explicit relationships between the data records are 
used to select the subset of records for locking which 
includes the records most likely to affect each other by 
changes. Moreover, only one record of each subset is 
locked out by the file system. The identifications of the 
remaining records of each subset are kept on a lock-out 
list associated with each transaction which can be re- 
turned to determine the lockout status of these other 
records. The burden on the file system lock-out mecha- 
nism is thereby minimized. 

BRIEF DESCRIPTION OF THE DRAWINGS 
FIG. 1 is a general flow chart of the locking proce- 
dure in a computerized data base management system; 

FIG. 2 is a block diagram of one application of a data 
base for the assignment of facilities to users of those 
facilities; 

FIG. 3 is a generalized block diagram of the tele- 
phone outside plant facilities used in providing tele- 
phone service; 

FIG. 4 is a graphical representation of typical outside 
plant facilities used to provide service to a particular 
telephone subscriber; 

FIG. 5 is a directed graph representation of an inven- 
tory of the facilities shown in FIG. 4; 

FIG. 6 is a directed graph representation of the con- 
nectivity of the facilities shown in FIG. 4; 

FIG. 7 is a complete graphical representation of one 
node of the graph of FIG. 6; 

FIG. 8 is a typical data base record for the node of 
FIG. 7, illustrating the locking information; and 

FIG. 9 is a graphical representation of a portion of a 
directed acyclic graph for locking nodes in the graph of 
FIG. 6. 

DETAILED DESCRIPTION 

Referring more particularly to FIG. 1, there is shown 
a generalized How chart of the file access process in a 
typical data base management system. The process 
starts at box 10 with the request to access (FETCH) the 
record identified with the noted record identification 
(rid) number. In box 11, the lock status of this record is 
checked, using either local or global locking informa- 
tion. If the record has been locked by some other trans- 
action, the present transaction simply waits for the lock 
to clear. 

When the record to be accessed is no longer locked, 
box 12 is entered in which the record to be accessed is 
locked to prevent other users from gaining access while 
this user is in the process of using the record. Once the 
record access is locked, the data base manager can ac- 
cess the record in box 13 and bring it into the work 
space of the computer. As noted in box 14, application 
programs can process the record to change the record 
contents. 

When manipulation or use of the record is complete, 
the record can be returned to the data base, using box 
15. Finally, in box 16, after the record is returned to the 
data base, the file access is unlocked and the procedure 
returns to the original request point 

The access procedure of FIG. 1 is perfectly general 
and can be used for virtually all data base systems. In 
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order to make this process more specific, a particular number of twisted pairs of copper wires, multichannel 

data base and data base application will be described in pair-gain systems, or optical fibers. In general, one 

detail so that the locking procedure of the present in- twisted pair is used to provide telephone service to one 

vention will be more readily understood. customer. Some areas require three or more levels of 

Referring more particularly to FIG. 2, there is shown 5 cable (f3, f4, etc.) in the outside plant interconnection 

a general block diagram of a particular data base appli- system. 

cation. The information processing system of FIG. Z Cross-connect terminals 46 and 47 are devices for 

comprises a data base 30, illustrated as being contained connecting electrical wire pairs to each other. They 

on a magnetic disc-pack, a data base manager 31, a have one set of binding posts for connecting wire pairs 

group of application programs 32. an input device 33 10 from the central office side (the IN side) and another set 

and an output device 34. The data base manager 31 and for connecting wire pairs from the other (field) direc- 

the application programs 32 are both computer pro- tion (the OUT side). In addition, cross-connect termi- 

grams, written in source code by programmers, com- na ls have jumper wires selectively interconnecting se- 

piled into object code by a compiler program (not lected IN pairs with selected OUT pairs, thereby effec- 

shown) and loaded into the internal memory of a gen- 15 tuating the physical interconnection between distribu- 

era! purpose data processor 35. The file locking mecha- rion cables pairs and feeder cable pairs. Cables and pairs 

nism is usually part of the data base manager 31. ha Ve central office ends and field ends. 

The input device 33 provides a request to the applica- At selected points along cables 41 through 45 are 

tion programs 32 for service requiring information in distribution terminals 48. These distribution terminals 

the data base 30. Application programs 32 decide what 20 ^ navc binding posts for connecting cable pairs to 

information is required to fill the service request and customer service wires such as drop wires 49 and 50 

format a request for specific records and forward that connected to customer living units 51 and 53, respec- 

request to the data base manager 31. The data base lively distribution terminals arc typically located at 

manager 31 retrieves or stores records. concentrations of subscriber living units and can be 

The record access routines of data base manager 31 25 locaied on telephone poles, in pedestals or on custom- 
retrieve the desired record from data base 30 and pass ef$ , premises. 

the information as values back to application programs ^ assignment problem in providing telephone ser- 
32. These records will then be utilized, and possihly ^ ^ the }Mng ^ of a tc iephone subscriber is to 
changed, by application programs 32 to provide the assign, i n the data base, the necessary cable pairs, termi- 
particular service requested by input device 33. The » ^ binding posts and customer service wires to create 
result will be forwarded to output device 34. a ^ continuous electrical circuit (a local 
While device 33 may be a keyboard and device 34 a ^ customcrs . telephone set and the 
display screen in an integral terminal operateO by a Qnce the assignment is made in the data 
human user, device 33 may just as well be an automatic corresponding physical connections have to be 
electronic or mechanical device (e.^, a P"^<?» 35 ^ out in thefield at the time service is to be initiated, 
an assembly line) and device 34 may likewise be an ^ piG 4 ^ ^ ^ own the specific facilities as- 
automatic device (e.g.. a purchase order generator to telephone service to living unit 53 in 
reorder inventory parts when levels fall too low uThm ^ ^ 41 connecting central office 40 with 
the system of FIG. 2 is a service-providing system cross-connect terminal 46 is identified as cable "01". 
rather than simply an inforn^tion-providmg system. 40 acm^^tm^ living unit 53 is 
The service (inventory control, facilities assignments, 't^^^vTS^o«ir dvad "01 21 " 
ticket predion. 2^-^*2*2 Si dOTSlS^^oSi-g^u 
he information in data base 30, but that * terminal 46. The IN binding posts 
mformauon to provide a oasts for serv.ee of some type » » crQSS<onnected by ^ juinpe „ to OUT bind- 
in the outside world. « ineoosts 302. The central office end of the 12 1st pair of 

Having explained the pr«en. i mvenUon , „ , a gener£ 0?01:121) ^ fc ? 

TX^TTJT^^^- 302 in ,e£al 46. At the other <f*ld) end. the pa* 
kr arofcationtf aTdata base representatioTThis 0101:121 is connected through d»tnbut,on terminal 48 
SplSon the assignlmTof physical facilities 50 to drop wire 50 and thence to lmng umt 53. 
(wi e?«£les! termini boxes, etc.) toa telephone sub- " will be noted that each facility used for this loop 
S uTorter to connect Sat subscriber telephone to has both a type (pair, cable, tamm* ete.)«d £ .dent* 
foe local telephone central office. While such assign- fica«on (pair 01.21 termmal 46, binding poste 302, etc ) 
menteTre nSntained for a relatively long period of The general problem is to create a data base which 
toe customers do move and facilities mmtbe reas- 55 serves a, an inventory of the facdrties and stmulta- 
sZed In central offices serving tens of thousands of neously facilitates the assignment and reassignment of 
cuCme^^ch reLignmenU of facilities constitute a those facilities into servfce-prov«l.ng loops between 
major, labor-intensive activity. Maximizing the effi- customers and the central office, 
riency a^mmimizing the cost of such realignments In FIG. 5 there is shown a standard directed graph 
L therefore become an important telephone company 60 representing the inventory of tomues makmg up the 

r outside plant facilities illustrated graphically in FIG. 4. 

Referring then to FIG. 3, there is shown a schematic Each box in FIG. 5 is a node of the graph and one node 
diagram of typical facilities used to connect a telephone is provided for each physical entity in the | inventory, 
subscriber to the local central office. Since these facili- Thus box 60 is a graph node representing cable 41, node 
ties are all outside of the central office 40. they have 65 01 represents cross-connect terminal 46, node 62 repre- 
been termed "outside plant" facilities. Such outside sents pair 01 21, node 63 represents cable 44, node 64 
plant facUities consist of roulticonductor cables such as represents pair 0101:121. node 65 represents distribution 
cables 41 through 45. each of which includes a large terminal 48 and node 66 represents living unit 53. These 
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nodes are the entities in the entity-relationship data entity 91 pointed to by edge 90. The internal identifica- 
base. tion of each record is by way of an internal number 

The relationships between these entities are rcpre- which permits direct access to the associated record, 
sented in FIG. 5 by the directed arrows between the Moreover, the external name of an entity can change 
nodes. Thus, arrow 67 represents the relationship "con- 5 without changing all of the interna] references thereto, 
nected to" since cable 41 is connected to terminal 46. In FIG. 8 there is shown an alphanumeric representa- 
Arrow 68 represents the relationship "included in" tion of the record in the data base for pair 0101:121. The 
since pair 01:21 is included in cable 41. Finally, the body portion of the record appears first, but the edges 
arrow 69 represents the relationship "connected to" and are ordered haphazardly. A specific edge must be 
carries further information identifying the binding posts 10 searched for in this arrangement. Alternatively, the 
("CO BP 52"), i.e., binding posts 52 on the central office edges could be ordered in a preselected sequence and 
(IN) side of terminal 46. The other directed arrows in accessed directly. The contents of the data record of 
FIG. 5 have analogous meanings and will not be further FIG. 8 will now be discussed. 

discussed here, except to note that the distribution ter- It will be first noted that each physical facility is 
minal 48 and the living unit 53 have "served by" and 15 identified with an internal identification number differ- 
"serves" interrelationships and the customer service ent from the name by which it is known in the external 
wire 50 has been left out for simplicity. world. These internal identification numbers simplify 

The inventory information contained in FIG. 5 is the computer record-keeping and permit arbitrary and 
necessary to keep track of the physical facilities used in changeable names in the outside world. A special edge 
the loop plant. It is not particularly convenient, how- 20 90 points to the external identification 91 ("pair 
ever, in assigning an electrical circuit (a loop) to a cus- 0101:121.") as shown in FIG. 7, and at lines gl-g3 in 
tomer. In FIG. 6 there is shown another set of edges FIG. 8. 

between these same nodes that better serve the loop Edges at lines cl-c5 and fl-f3 are hyperedges, each 
assignment need. including two record identifications. Each body or edge 

In FIG. 6, the same nodes shown in FIG. 5 are re- 25 has one or more lines of so-called "application data," 
peated (except for the cable nodes) and a circuit node 80 i.e., information useful in applying the data base infor- 
has been added. The graph of FIG. 6 can be said to mation to a problem in the outside world. For example, 
represent the connectivity of the communication circuit at line c-5, the edge is identified as pointing to binding 
as distinguished from the inventory of the parts (FIG. posts on the central office side of the terminal (as distin- 
5). The circuit (usually called a "loop" and named with 30 guished from the "field" side of the terminal). At line 
a telephone number in node 80) is composed of three e-3, the pair is connected to the "blue-green" stub wires 
parts: pair 01:21, pair 0101:121 and living unit 53 (along on the "IN" side of the distribution terminal (as distin- 
with drop wire 50). These three parts are connected to guished from "OUT" side). The edge hl-to identifies 
each other through terminals. For efficiency of assign- the loop circuit of which this pair is a part, 
ment processing, it is desirable to know directly that 35 As is usual in data bases of this sort, it is necessary to 
pair 01:21 is connected to pair 0101:121. At the same prevent more than one user from modifying any record 
time, it is necessary to know that the interconnection of the data base at the same time to prevent ambiguities 
takes place in a specific terminal and at specific binding in the record content. Moreover, the usual solutions of 
posts. The edges 81 and 82 are used to simultaneously locking out each record accessed, or locking out all 
point to the connected pair and the terminal through 40 records when any one of them is accessed, have grave 
which this connection is effected. The representation of disadvantages. The overhead involved in locking out 
FIG. 5 in which the pair-to-pair connection could be each record individually is prohibitive in both processor 
discovered by further searching in the data base is very time and memory space. Locking out all records for 
inefficient for assigning facilities. each access, on the other hand, forces all accesses to be 

The interconnection of pair 0101:121 (box 64) and 45 sequential, thus prohibitively reducing the number of 
living unit 53 (box 66) is likewise represented by two transactions per hour which can be handled. Neither 
edges 83 and 84, serving the same function for this part approach is feasible for the illustrative telephone loop 
of the circuit. It should be noted that a rearrangement of facilities assignment and control system described 
the jumper wires could be used to reassign the physical above. 

facilities to other circuits without changing the inven- 50 In accordance with the present invention, the solu- 
tory. That is, the connectivity of FIG. 6 could change tion to this problem is accomplished by locking a small 
without changing the inventory of FIG. 5. subset of records including the record accessed and 

The graph of FIG. 6 serves to maintain an inventory leaving all other records open for simultaneous access.* 
of assigned electrical circuits while that of FIG. 5 main- More specifically, the attributes of the physical system 
tains an inventory of physical parts. Both are necessary 55 represented by the data base records is exploited to 
to describe the inventory of loops of the telephone choose a subset of records which is of reasonable size 
subscribers. and which also is functionally related in such a way that 

In FIG. 7 there is shown a graphical representation of denial of access at a single record protects an entire 
one record of the data base used to represent both the dependent multirecord data structure from access. In 
physical facilities and the circuit assignment illustrated 60 the particular system of FIGS. 3 through 8, locking the 
in FIG. 3. The record represented in FIG. 7 is that fl feeder cable record (the cable closest to the central 
/Representing pair 101:121. The record includes a body office) serves to prevent access to all pairs, terminals, 
portion (box 62) and a plurality of edges 82,83,86,87,88 distribution cables and living units which could be 
and 89, some of which (82 and 83) are hyperedges. The served by that feeder cable. Since all assignments of 
record illustrated in FIG. 7 contains all of the informa- 65 facilities require the assignment of the appropriate 
tion about pair 0101:121 that is in the data base. It will feeder cable, if that feeder cable is locked out, all facili- 
be noted that the "name" of this pair by which it is ties connectable to that feeder cable can likewise be 
known in the outside world (pair 101:121) is a separate denied access. 
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In further accord with the present invention, locking 
is accomplished with the aid or a locking graph, i.e, a 
system of vertices and edges superimposed on the di- 
rected graph represented by FIGS. 7 and 8. This super- 
imposed locking graph includes all of the vertices of the 
original graph (all of the physical facilities) but includes 
only those edges pointing toward a feeder cable. The 
resulting directed acyclic graph (DAG) can be walked 
by well-known methods to identify all feeder cables 
from which any particular record can be accessed. 
These feeder cable records are then locked to insure 
denial of a second access to any previously access e d 
records. 

In yet further accord with the present invention, the 
superimposed directed acyclic graph is contained in 
separate locking field LK (line a-5) appended to the 
body of each record. The ready availability of the lock- 
ing path for each record in the record itself greatly 
reduces the processing time necessary to lock that re- 
cord and thus further reduces the overhead for locking 20 
and increases the speed of locking and unlocking re- 
cords. 

In FIG. 9 there is shown a partial locking graph for 
the directed graph of FIGS. 5 and 6. Reference numer- 
als common to FIG. 5 are repeated in FIG. 9. The edges 23 
shown in FIG. 9 are only those edges pointing back 
toward the fl cable 60 (or other fl cables). Each fl 
cable record can therefore be thought of as the "root" 
of a tree including all other records accessible through 
the fl cable record. The locking algorithm, then, simply 
consists of using the locking entry of the accessed re- 
cord to walk the directed acyclic graph (DAG) to each 
of its roots and to lock each root (each ft cable). Since 
such a DAG has few roots, this process can be accom- 
plished quickly and with little software overhead. 

In FIG. 8, the locking DAG information is found in 
line a-5 where the "LK" lock edge is identified as point- 
ing toward node 453, i.e., cable 63. This information is 
used by the data base manager to rapidly lock out this 
record and all other records up to and including the fl 40 
cable record 60. 

The locking of records is accomplished as shown in 
the pseudo-code of Table I. A list (LIST) is constructed 
during each transaction so that all records already 
locked are on the list In this way, much time is saved in 45 
not attempting to lock records already locked by a 
previous portion of a transaction. Since most transac- 
tions involve records on the same branch of the locking 
DAG, maintaining LIST is well worthwhile. 

TABLE I 50 

procedure lock (rid) 

if rid is in LIST then return; 

* node * — rod (rid>, 

if LK (node_*) is empty then 
DBMSLOCK (rid) 
add rid to LIST; 
return; 

lock (LK(node_a)); 
node_b ■ read (rid); 
if LK(node_») = LK (node_b) then 

add rid to LIST; 

return: 

else 

lock (rid); 
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The procedure "DBMSLOCK" actually locks the 
root record (the record with no "LK" entry) and is 
specific to the hardward system used. 



65 



What is claimed is: • 

1. In a data base management system, a method for 
locking records comprising the steps of 

(1) creating a directed acyclic locking graph of infor- 
mation records in said data base system, said lock- 
ing graph associating related subsets of said records 
with a common root record, 

(2) accessing a record in said data base system, 

(3) for each record accessed, using said locking graph 
to identify a closest root record of said accessed 
record, and 

(4) locking said root record to prevent concurrent 
access to said accessed record. 

2. The method of locking records according to claim 
1 wherein said step of creating a directed acyclic lock- 
ing graph further includes the step of 

(5) providing in each said record a storage location 
for identifying a next nearest neighbor to said re- 
cord in said directed acyclic graph. 

3. The method of locking records according to claim 
1 further including the steps of 

(5) maintaining a list of records previously locked, 

(6) checking the present record against said list before 
performing steps (3) and (4), and 

(7) performing steps (3) and (4) only if said list does 
not include the present record. 

4. The method of locking record according to claim 1 
wherein step (1) comprises the substeps of 

(la) associating said records in a "used in" or "in- 
cluded in" hierarchy, and 
(16) selecting edges for said directed acyclic locking 
graph representing said "used in" or "included in" 
relationship between records. 

5. Apparatus for providing data locking in a data base 
system including a plurality of records, said apparatus 
comprising 

means for representing a directed acyclic locking 
graph of all of said records, said locking graph 
identifying related subsets of said records showing 
a common root record, means for accessing a re- 
cord in said date base system, 
means, utilizing said graph representation, for locat- 
ing a root record closest to said accessed record in 
said graph, and 
means for locking said root record to prevent further 
access to said accessed record. 

6. Apparatus according to claim 5 further comprising 
means in each said record except said root records for 

storing at least one of the edges of said directed 
acyclic graph. 

7. Apparatus according to claim 5 further comprising 
means for storing a list of records previously locked, 

and 

means for disabling said locating and locking means if 
said accessed record is on said list. 

8. A method for locking selected record subsets in a 
data base system said method comprising the steps of 

(a) including, in each record of said data base, an 
identification of another data base record, said 
identifications together representing a directed 
acyclic locking graph for one of said subsets, .a. 

(b) utilizing said identifications to identify a closest 
root record of said acyclic locking graph and 

(c) locking said root record to prevent concurrent 
access to said record being acces s ed. 

9. Apparatus for locking only selected record subsets 
in a data base system, said apparatus comprising 
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means for including, in selected ones of said data base 
records, a pointer to one other data base record, 
said identifications together comprising a directed 
acyclic graph for at least one selected record sub- 
set, 

means for testing said acyclic locking graph to tden- 
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tify a root record thereof when attempting to ac- 
cess a data base record, 
means for locking said root record if not already 
locked, and 

means for preventing access to said data base record 

being accessed if said root record is already locked. 
» * • • * 
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